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ABSTRACT

Centralized server systems have been popular in the industry of
modern IT services. It allowed the deployment of various large-scale
applications to aid the needs of the modern society. However, centralized
systems have been common targets for cyberattacks and the need to explore
novel ways to secure our systems has always been of utmost importance. As
a response, this paper explores the applications of Blockchain Technology
to the Cybersecurity paradigm specifically on Phishing attacks. A
simulation has been conducted to test the effectiveness of an application that
implements a blockchain. A combination of 998 randomly generated
phishing messages has been fed to a simulation environment for the
application. The results of the simulations show that out of 998 randomly
generated phishing messages, a prevention rate of 100% has been
performed by the application that implements a blockchain. The study,
therefore implies that the blockchain technology is a very viable option to
improve Cybersecurity aspects of modern information systems.

Keywords:  Blockchain, Cybersecurity, Phishing Attack, Hash,
Cryptography

1.0 Introduction

Ensuring Cybersecurity is a critical aspect that needs to be addressed in
modern computing technologies found in various contexts. Due to the society’s
prevalent reliance and usage of electronic information systems, implementing
solutions to improve the robustness of existing information systems is key to
maintaining the stability of day to day computing transactions. According to a study
conducted by Hong (2012) Phishing is one of the top most common yet prevalent
threats to Cybersecurity. Phishing is a form of cyber-attack wherein an attacker
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impersonates credible companies and or institutions by replicating legitimate e-mail
messages, instant messages and or websites in an attempt to expose sensitive data
from victims such as usernames, passwords, credit card information and others.
Blockchain is a common distributed ledger that facilitates recording and tracking of
transaction that can be traced back in 1976 on a paper published by Diffie entitled
“New Directions in Cryptography”. Systems that use blockchain utilizes a network
of several nodes wherein each member of the network has access to the latest copy of
an encrypted ledger so that they can validate a new transaction.

Existing studies showed that 50 percent of phishing is done through email
(Vishwanath, 2011). It was also found that banks and card issuers in the U.S. had
indirect losses of an amount of $1.2 billion in 2003 when approximately two million
users gave information to spoofed websites (Litan, 2004). On the other hand, studies
to improve data security states that Blockchain technology can be used to store an
important piece of data in a secure way as long as it implements a relatively numerous
number of nodes (Matanovic, 2017). It is also claimed that any application that
implements a Blockchain builds trust in distributed systems and ultimately promote
cyber peace (Shackelford, 2017). Instead of saving your data in a Cloud Based Data
Center, Blockchains are able to provide the same service while enhancing the security
aspect (Kshetri, 2017).

Based on the literature review conducted during the conduct of this study, it
was found that works related to the field of Blockchain Technology directed to
Cybersecurity has been explored by other authors. On the works of Ahram et. Al
(2017) surveying the applications of Blockchain Technology, it has been found that
blockchain technology has the potential capability of securing various paradigms
such as the loT (Internet of Things), Social Media Networks and other industry
paradigms apart from computing such as Healthcare, Finance and Marketing. This is
supported and indirectly confirmed by Kropela et. Al (2017) which explored and
successfully applied the blockchain technology in digital supply chain systems while
taking interoperability into account. The latest study by Tischhauser et. Al (2018)
applied blockchain technology in the paradigm of cybersecurity intrusion detection,
and have found that blockchain technology is applicable for the purpose of intrusion
detection.

Synthesizing upon the given background on the blockchain technology
through a literature review, it can be safely implied that although the applicability of
blockchain technology has been proven in a wide a array of practical applications
including cybersecurity. There has not been an actual test or at least a simulation
conducted to test the effectiveness of blockchain technology. In order to address the
identified gaps, this paper incorporates the methods in Blockchain Technology in an
attempt to further enhance Cybersecurity by improving existing procedures to prevent
phishing and enhancing data security and integrity.
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2.0 Conceptual Framework

This study is anchored on the Blockchain Theory, which states that it is an
unchangeable digital ledger of transactions that can be used to record not just
financial transactions but everything of a value (Tapscott et. Al, 2016). With this
claim, it is implied that the same Blockchain technology may be used to secure
systems from phishing. Therefore, to test the theory for its capability to enhance
Cybersecurity, the conceptual framework illustrated in figure 1 will be used to guide
the methodology of this study. An electronic message will be fed into a hashing
algorithm which produces a fixed length hash that is unique to reduce the size of the
message, the message will then be added to the blockchain together with a private
key provided by the legitimate user in order to allow other users to confirm the
authenticity of the message. After a new message has been added to the blockchain,
a unique hash ID will be produced and be embedded to the final message to be sent
to the recipient of the message.

Hashlng Message
Algorithm
Hashed SR i
ashe BlsekekaT — User Private
Message ] Key

Figure 1: Conceptual Framework

In the setting of this study, the message is the raw and unsecured data to be
processed which can be in the form of emails or instant messages. To process the
unsecured data, a hashing algorithm will be utilized, a Hashing Algorithm is defined
as a cryptographic algorithm that processes data and returns a unique series of
characters representing the data, several hashing algorithms exist which provides
different levels of security having different processing power requirements. Hashes
are widely used as a mechanism to sign text files or data files to prevent tampering.
To supply authenticity to each message, users are mandated to give a Private Key to
be used by the Hashing Algorithm. The user’s Private Key is a unique key that is only
known by the user and is used to encode the message, it is found to mathematically



Ogdol, Samar and Cataroja J-HERD Vol.3. Issue 1. 2018

irreversible using the resulting hash message. After securing the message, it is
appended to the blockchain and spread to other blockchain networks. The Blockchain
is a constantly growing list of records called blocks which is linked and secured by
hashes using cryptography based on available hashing algorithms. A hashed message
is the output of the newly created block in the updated blockchain where in every
created block will have a unique hash id to be appended to the final message before
it will be sent to its recipient. Although cryptography has its drawbacks, this study
includes the selection of a hashing algorithm that proves to offer the highest degree
of security against hacking.

3.0 Research Methodology

Research Design

This study utilizes a descriptive method and a programming simulation. A
Mersenne Twister pseudorandom number generator by Matsumoto, et. al (1997) will
be utilized to randomly determine whether the test code would generate a valid or an
invalid message simulating a phishing attack.

Research Method

A selection process has been done to identify a hashing algorithm that is
suitable for the blockchain implementation. A number of hashing algorithms have
been benchmarked for security based on the number of hash possibilities and hash
complexity an algorithm is able to produce. The selection process has identified the
SHA256 algorithm as a suitable hashing algorithm for the blockchain
implementation. A computer simulated environment is then developed to simulate
legitimate and phishing email senders and email receivers. The development used the
Javascript as the base runtime environment for the simulation for a less language
technical and straightforward code implementation of the simulation. The simulation
is used to test the concept of this study applying blockchain to detect phishing content.
Upon executing the simulation for a number of 2000 iterations, the results of the
simulation program are then logged to measure the performance of the block chain
concept applied to protect against phishing.

4.0 Results and Discussion

Depicted on the screenshot shown on figure 2, is the successful processing of
adding blocks to the blockchain. Each line on the command line interface (CLI)
represents adding a new block in the blockchain. Each block is composed of a public
key, timestamp, hash of the message, a hash of the previous block, and a hash that
points to the next block. The blockchain will be used as a reference to detect simulated
phishing attacks fed into the simulation environment. In analogy an added block
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represents a single email, and or chat message that is secured by a SHA 256 hashing
algorithm.

Adding Message o Blackchain...

ADDING BLOCKS TO BLOCKCHAIN:
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88faTebc27f9b2afdiceTe2def2bbac896cc31bad231deddade47bbabBad2be2  Message:
B@3e9367aa78ca9fec 33F9cdTFhicadabdbbrddsflBeddafs93baaifdsaiaann, Message:
BBE51FbEIIF756e3267b16F5ab3al405ead256063845edb5aF9B655aF1496627  Message:
BB4757F52dbIBbbR51935FC2538FbbbI5cc29F04BcF24ecB32cdT6919881cafl, Message:
BBFE115228247668ccabfO26e7Baeb0d56080eTea52c 008242857 bE41b3ea350 Message:
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BBe2e92609bEcdFe7ddbisIeetifadeld01052e34fbb3eBEBCEF1772c24330d Message:
886da2B1e96df63dfef545163e288598Fad21debBda35ebbadaacd7?3dada2435  Message:
882010837aa6f1ffEc8advebdeansafenfis18fadd2calfagedcfonde3adcTbod, Message:
88a438c1e3f67496F81fRe379c385553ab58c617Fa%ee7de397e91d2b3f9256b ,Message:
BBFbE76bdalafies 7667 360327 F37E084C42BCCh302cBY756abaBURIEETFaTas, Message:
0874484433377 1a4e560aeciFelabobblch2517544F166eFB2C1873d29663709a  Message:
B0d599330addcia2e5ebfefalfsfiibbbscd9d74611abd135F3b927456F0edd Message:
B809b257070eb1d0F5 2Bedfecdabd8biE87a12fedbdB22E1d4c2ebEd20a2ERE3 , Message:
B81dcdf174adBF9215C65F798d9Frd 3d2F2949d0521cch185923F27a13edRr53, Message:
1 885d1c32eelab8531837afc399c3e1d10fb2579c266Fb12e95dc5dTbBbad1l4db, Message:
g8flc15daead92449b1 ,Message:
88bd3d3aes9ffa28dcdebT7fd11aB6836576a85Fe7abedbfidd78E4addbfadds Message:
BBed5E3d7Bdeciecd20BasTachfafcotcad188abaded153de 7h634bdcdcOFbS T, Message:
883237ed2fc5696cFfblcdadceBaadabaB?303d9b69e41360c558bE3BdFOEEIFL Message:
BB455E970132FR5FcdBcYalfa3085e7fTbdcTd4aafchfeafadblbdds99adusEb Message:
B@fabdhdbBBc5h1d8ab2a1dc T FedifadesTa323e3858019af154R81e619addbE  Massage:
88aBfdBbacd5aelbb7Bdfadaafefodedtedfde3470015fd480007 aBeBrdcdldc, Message:
881cce2818663F5h29919b964979F41beaT21631a6C38ed8ef0220928a65d53 ,Message:
BB54515e88764455223a6183bdcbafcfdddbdbatetaldfcb13bB1adcicaadE2? , Message:
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Figure 2. Adding Blocks to the Blockchain
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After the successful insertion of a new Block, theBlockchainn is tested by
feeding a randomly generated collection of both legitimate and phishing messages.
The setup simulated blockchain worked as expected, detecting the legitimate and
phishing messages through the hash algorithm used in the blockchain. The execution
of the message verification is shown below in figure 3.

ITERARION NO: 1992
VALIDATING (cd@aae6e@91681a61Fb065792a48efab f6712ee0822d ) AGAINST

LEGITIMATE

ITERARION NO: 1993
VALIDATING (f1ad6d5a89031cecd117983d3ab69cae?5e672c3b6c3b0a8ObaBE163d8193C29) AGAINST

PHISHING

ITERARION NO: 1994
VALIDATING (f633169F65a835FeadacfE4ff196c9db28e614581826277820bbSFc5de629d4F) AGAINST

LEGITIMATE

ITERARION NO: 1995
VALIDATING (5548a e2es1 af7) AGAINST

PHISHING

ITERARION NO: 1996

VALIDATING
LEGITIMATE

(a9 17Febs7

180758Fde22217cFc7bdb21e9637) AGAINST

ITERARION NO: 1997

VALIDATING (943befel 202364 7a646778c74021763925a96) AGAINST
PHISHING

ITERARION NO: 1998

VALIDATING (@7d 262 2 7d 0e341777) AGAINST

PHISHING

ITERARION NO: 1999

VALIDATING (1491454d0207984508d72f59C68d16c4207bd9ed167d4a11!

PHISHING

£81261FbB65792a48efab

RESULT:

(8d9202c3b9c52F1771310433d9aef3427082c2abc242108c3c324a06abcFada8d8) RESULT :

(£633169F65a835Feadecfeaff198c9db28e6145818a6277828bb5Fc5de629d4af) RESULT :

(bf9847fe7achcfaada712c55Fdbaaal61643db922Faef10033ce77203435c677) RESULT:

(491cBad6B0Fe17Feb8778dFF342230c0892180758Fde22217cFc7bdb21e9637) RESULT:

(2948d69ec363ef5d2dal38e83F1

7e5) RESULT:

(a7f5e36023efe6f340F6F5a76e25dc02FF1ea241e726ad710Fa19daBaa0e67a5) RESULT:

AGAINST

A

ITERARION NO: 2000
VALIDATING (1@8b345acaed9d1bf231712186518697c7ca6c72c843ea372089dbde7c277cdb) AGAINST

LEGITIMATE

Simulation Completed!

SIMULATION RESULTS

Iterations:

2000

valid Messages: 985
Phishing Messages: 1015

<

51b9137cabb771f8319c58539e087caf5Fddazdb) RESULT:

(108b345acaed9d1bF231712186510697C7ca6c72c043ea372089dbde7c277cdb) RESULT:

Figure 3. Verification of messages simulation
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Depicted on the pie chart shown on figure 4, out of 2000 iterations 985 or
49.25% valid messages as legitimate messages were generated by the test
environment leaving 1015 or 50.75% invalid messages as phishing attacks.

TYPE OF MESSAGE

W Legitimate Message M Phishing Message

Figure 4. Randomly generated types of messages

Out of 1015 simulated phishing attacks, 1015 were intercepted and
prevented. Based on the conducted simulation, it is found that by applying the
blockchain technology, 100% of the simulated phishing attacks have been detected
and prevented by the system. Safely, within the context of this study it is assumed
that the theory of Tapscott et. Al, 2016 is accepted as the blockchain technology
effectively performed its task of phishing detection. Thus, the technology can be
applied to various facets including the problem of phishing in cybersecurity.

5.0 Conclusion

Results revealed that the blockchain technology is a viable option to improve
Cybersecurity aspects of modern information systems. Depending on the scale and
context of the target system, blockchains can be used widely for a variety of
decentralized or peer-to-peer systems. Although, the study confirms the theory of
Tapscott (2016), further development on the technical implementation of the
blockchain technology may be integrated resulting in an increased of bandwidth
usage of the proposed e-mail server platforms during the distribution of the updated
ledger. However, there is a slight delay on the distribution of the emails
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